Communications 
Practices and Structure to 
EmComm Teams 


Presented by 
Mark Sheppard, N/LYE 
Mark. sheppard@seartle.cov 206 684 5027 


= Our served agencies are a the principles and 


practices of ICS to manage incident response and 
provide governance over complex organizations in 
times of extreme challenge and stress. 


m These agencies expect that all who come to support 
their mission will understand and function effectively 
within this command structure. 

= EmComm leaders must incorporate ICS management 
structure and practices into their team’s culture to 
facilitate appropriate alignment with the served agency. 

= A national effort has produced a Communications Unit 
Leader (COML) body of knowledge that may be 
leveraged for our purpose. 


Demonstrate the importance of the following: 


= Function based organizational structure 
= Job descriptions with clear functional responsibilities 


= Training and development program designed to meet 
the knowledge and experience requirements of specific 
jobs 

= Planning and Resource Management framework to 
support deployment and extended operations 


= What is ICS and why it is used 
= Where in the organization does Comm. fit 


= What is the National COML curriculum — how 
can we apply it to our teams 


m Case example of how Seattle is applying COML 
practices 


= Discussion of available forms and resources 


= Questions and discussion 


Yv ICS History & Evolution 


= Origin in Wild-land Fire Management California 1970s 


= Grew out of inability of agencies to communicate and 
cooperate effectively in battling fires — resulted in major 
losses — prompted a new plan in California 


= FIRESCOPE (Firefighting RESoutces of California 
Organized for Potential Emergencies) eae ae {Ce 


= Adopted in many jurisdictions 


= NIMS today a national standard 


= (ICS) is a standardized, on-scene, all-hazard incident 
management approach used across the US. It is a management 
protocol originally designed for emergency management 
agencies and later federalized under NIMS. 

= [CS is based upon a flexible, scalable response 
organization providing a common framework within 
which people can work together effectively 


m Responders may be drawn from multiple agencies that 
do not routinely work together. ICS provides standard 
response and operation procedures to reduce the 
problems and potential for miscommunications. 


= Common Terminology 

= Modular function-based 
Organization 

= [Integrated Communications 

= Unified Command Structure 

= Consolidated Action Plans 

= Manageable Span of Control 

m Pre-designated Incident Facilities 

= Comprehensive Resource Mgmt 


Where Does Comm. Fit? 


= Typically — the Communications Unit is located 
in the Logistics Section under the Services 
Division 


m There are exceptions | 


= Located at the Incident Command Post to 
support a field event 

m Perhaps in an EOC or similar facility to support 
a broader event 

= Managed by Communications Unit Leader or 
COML 

= Responsible for communications infrastructure, 
personnel and operations 


m All Hazards Communications Unit Leader Course 
developed by a partnership of Federal Agencies 
sponsored by DHS. 


m Course structured for Type II events — concepts and 
practices scaleable to all event levels 


m The curriculum is written for professional leaders that 
supervise agency teams that are part of formal Incident 
Management Teams 

= Much of the structure and practices will work for 
volunteer EmComm teams with the requisite spirit of 
creativity and adaptation. 


= Clarity of role and function in support of the mission — 
where you fit in and what is expected - 


= Write communications element of the Incident Action 
Plan (IAP) 


m Clear chain of command and effective span of control 
— know who you supervise and who supervises you 
= Know yout job and be trained/ qualified to do it 


= Be well organized and have all the administrative stuff 
in hand before you are deployed e.g. maintain an up-to- 
date Mobilization Guide 


(1) . . . ee 
Communications Unit Positions 


m COML — Communications Unit Leader 

= INCM — Incident Communications Center Manager 
COMT — Incident Communications Technician 
RADO - Radio Operator 

= THSP — Technical Specialist 


Message 
Runner 


Plans and manages the technical and 
operational aspects of the 
communications function during an 
incident or event 


= Establishes/ Activates the Incident 
Communications Center (ICC) 


= Calls-out and manages personnel and equipment 


= Aligns communication resources to best address 
mission requirements 


m Prepares Incident Radio Communications Plan 
(ICS 205) 


= Participates in incident action planning 


Incident Communications Center 
Manager - INCM - Description: 


= Manages the operational aspects 
of the Communications Unit 


= Supervises Radio Operators 


E Establish and maintain the 
Incident Communications 


Center (ICC) 
m Assist the COML 


The COMT is a professional responsible for 
supporting the technical activities of the 
Communications Unit 


= Radio/system coverage 
= Radio programming 
= Maintenance and repair 


= Gateway management 


m Serves as a primary radio operator to send and 
receive messages. 


= Logs and documents all message handled by 
radio, phone and other means at the incident 
communications center. 


= May provide additional administrative functions 
including message delivery, filing and 
transcription. 


THSP is a “catch-all” position that allows for the formal 
incorporation of personnel who may not be “qualified” 
in a specific NIMS/ICS position 

= Local Agency Radio Technicians (not qualified as a COMT) 

= Telephone/Computer Technicians 


= Interoperability Gateway Specialist 

= Mobile Communications Center Specialist 
m Cache Radio Specialist 

= GIS Specialist 


= Certification of qualification for position — Complete Task Book 
= Plain language and ICS terminology 


= Assemble and maintain a response kit: 
= Plans, Field Operations Guide and Mobilization Guide 
= Forms, logs and administrative supplies 


m Inventories or other lists of local and regional communications response 
equipment 


m Preplanned local system coverage maps 


m Safety & personal gear as well as creature comforts 


m Check-in & get briefed, begin to develop Communications Plan 


Demonstrate Qualification 


Specifies what experience = 
Communications Unit Leader 
. All-Hazards 
= Can be performed in 
any situation 
(Simulation, 
Classroom, Daily job) 


Task Book 


= Must be performed on 
an Incident, Planned 
Event, or Full-Scale 
Exercise 


EVALUATOR 
Initial & date upon 
completion of task 


15. Assign communications equipment. 
e Identify kinds and numbers of communications equipment to be 


distributed to specific units according to the communications plan. 
Provide resources and unit leaders with appropriate equipment 
based on the communications plan. 

Provide basic training as needed on equipment being fielded. 
Maintain equipment inventory to provide accountability. 


16. Establish Incident Communications Center (ICC). 
Coordinate location of ICC with Facilities Unit Leader. 
Locate ICC close to the incident command post and away from high 
traffic areas and noise. 
Locate ICC away from radio frequency and electronic noise. 
Verify Estimated Time of Arrival (ETA) of communications personnel 
and establish assignments based on incident requirements. Set 
schedules around operations requirements. 
Obtain necessary supplies for ICC to function properly. 


O - Can be performed in any situation (Simulation, Classroom, Daily job) 


I - Must be performed on an Incident, Planned Event, or Full-Scale Exercise 


Sign-off by Task 


Name of Evaluator 


Evaluator's Address 


Name & Location of Kind of Number and Type of | Duration of Incident ` | Management Level or 


Incident - Incident Comm Resources i Complexity Level 
Agency and Area 


The tasks initialed & dated by me have been sitera under my supervision in a satisfactory manner by the 
above named trainee. 


l recommend the following for further development of this trainee. 
The individual has successfully performed all tasks for the position and should be considered for certification, 
The individual was not able to complete certain tasks (comments below) or additional guidance is required. 


Not all tasks were evaluated on this assignment and an additional assignment is needed to complete the 
evaluation. 


The individual is severely deficient in the performance of tasks for the position and needs further training (both 
required & knowledge and skills needed) prior to additional assignment(s) as a trainee. 


Recommendations: 


Date: Evaluator’s initials: 


Evaiuator’s relevant agency certification’ rating: 


VERIFICATION / CERTIFICATION OF COMPLETED TASK BOOK FOR THE 
POSITION OF Type III COML (All-Hazards) 


FINAL EVALUATOR'S VERIFICATION 
| verify that all tasks have been performed and are documented with appropriate initials. 
i also verify that 
has performed as a trainee and should therefore be considered for certification in this position. 


Final Evaluators Signature Date 


Printed Name Agency 


Phone Number. Email 


AGENCY CERTIFICATION 


| certify that has met 
all requirements for qualification in this position and that such qualification has been issued. 


Certifying Official’s Signature x Date 


Printed Name Agency. 


Title Phone Number 


Final Verification / 


Certification 


= 


A - 


It’s a big deal 


National All-Hazards 
Communications Unit Leader 


COML 


Mobilization Guide 
April 2009 


= Detailed outline of tasks 
and responsibilities 


= Documentation of 
applicable comm. 
resources e.g. cell, 
landline, radio etc. 


= Procedures for accessing 
radio caches, military 
assets and other 
resources 


= Procedures and 
guidelines for set up and 
demobilization of ICC 


= Safety guidelines and 
practices 

= Plans and resource 
guides 

= Contact lists and 
information sources 


= Forms 


= Develops Communications plan to support 
objectives of the Incident Action Plan — LAP, 

= Determine who needs to talk with who 

= Should be a straight forward, outcome oriented, 
functionally structured plan to support command 
& control as well as tactical operations. 

m The product is the ICS 205 which sets out 

specific frequencies for required functions and 

service areas 


= Purpose 


= Preparation 


= Distribution 


= Determine needs 
= Who is here? 
= How is the incident 
organized? 
= Understand roles of 
responding resources 


= What are their 
assignments? 

m Where are they doing it? 

= When are they doing it? 


=m Assess Available 


Resources 
= Determine most appropriate 
and available 
m System resources 
m Shared channels 
= Gateways 
m Radio cache equipment 
m Assign nets 
= Command 


= Tactical 
= Incident support 


m Create the ICS Form 205 


tart with ICS 217 - what is available 


COMMUNICATIONS RESOURCE AVAILABILITY WORKSHEET FCC - California C ALSIEC 
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The convention calls for frequency lists $ show four digits after the decimal place, followed by either an “N7” or a “w”, depending on whether 
the frequency is narrow œ wide band. iode refers to either “a” or “D” indicating analog or digital (e.g. Project 25). all channels are shown as if 
programmed in a portable or mobile radio. Repeater and base stations must be progammed with the Rx and Tx reversed. 


v ICS 205 for small incident 


Incident Nome Date/Time Prepared Operational Period Daie/Time 


INCIDENT RADIO D ELT A 4/12/2006 4/12/2006 2000 
COMMUNICATIONS PLAN 1930 To 4/13/2006 0600 
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5. Prepared by (Communications Unit} Incident Location 


J. Powell, COML (800) 555-1212 cell county Johnson srie NC tottuce 39-48-12 Longitude 115-00-05 w 


he convention calls for frequency lists to show four digits after the decimal place, followed by either an "N" or a “W", depending on whether 
the frequency is narrow or wide band. Mode refers fo elther “A” or "D" Indicating analog or digital (Project 25) 


ICS 205-Draft 041106 


. incident Nc 2. Date/Time Frepared 3. Operational Fe 


INCIDENT RADIO COMMUNICATIONS PLAN | 4m™ of JULY o 08 1105 July 4, 2008 
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Seattle Example - Fire 


INCIDENT RADIO ncident Name DateTime Prepared Operational Penod Daleltime 
COMMUNICATIONS PLAN Seafair 2008 25-Jul 7/31/2008 to 8/3/2008 


E A 
Sfd radio 
Sfd radio 
KC trunked 
| iamo | = Kcetrunked | KC trunked 
[Medic one Dr. |Z1MIDR8 | _ |kctrunkead | [KC trunked 


| |Z4TAC1 | se trunked | [KC trunked [Sfd radio 
| sZt mss PKC trunked | [KC trunked _|[Sfdradio] ewe neceonceo nro seran ares 
harbor tower |Z6 HARBOR | ke trunked ooo KC trunked ISfd radio) | interop as needed with SPD 
1a[simpiex_ [z2 stops4 | [simos | = | Std radio]  |asneeda | 
zastops5 | simplex | | [Sfdradio| [simplex with Potice as needed 


Prepared Sy (Communications Unit) ncident Location 

Lt. LeRoy Sisley Comm-L 206-291-7145 Lake Wahinoton Seattle 

The convention calls for frequency lists to show four digits after the decimal place, followed by either an “N” or a “W”, depending on whether the frequency is 
narrow or wide band. Mode refers to either “A” or “D” indicating analog or digital (e.g. Project 25) or "M" indicating mixed mode. All channels are shown 

as if programmed in a control station, mobile or portable radio. Repeater and base stations must be programmed with the Rx and Tx reversed. 


ICS 205 Excel 


(E) 


Y ICS 205 


incorporated with 
Resource 


Assignment in LAP 


1. Bra 
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SERRI 7 


MEA 
D C ponso O T a 


P PrE 
=| oe ea KI piney à Ger 
71900 


[Hamar | say | 5 | N. | Noth ntaso | aso 


Locate and control the leak, evaluate potentials. Develop a mitigation plan for ops. Assist with the decon plan. Access 
from North. Assist with decon plan. 


8. Special Instructions 
Wear PPE while in the hazardous environment, and bring appropriate lighting. 


COML - Applied to Ham 
EmComm Teams 


= Organizational Structure 

= Function based Job Descriptions 

= Task based job qualification (training & 
experience) 

= Develop and use Mobilization Guides and other 
Field Resource Guides 

= Planning 


= Forms and Documentation 


A Work in Progress - Seattle ACS 


= Goal — to apply the 


COML body of | a 
knowledge to better align jaa 
with Seattle OEM, = if 
SA = = 
develop and mature feu 7 a 


professionally and deliver | J" 

l ; ` > ` "a ` RR 
quality service during Ë 
emergencies and planned 
events. 


Seattle EOC - ICS Structure 


Communications 
Director 
PIO Supervisor 
EOC Director 


Operations Section Planning Section Logistics Section Administration Section 


Public Safety Contracting Support Call Center 
Branch Unit Group 

Infrastructure Resource Telecomm Support Check-in / Security 
Branch Unit Unit Group 


Health & Human 


i Documentation Transport Support Facility 
Services Unit Unit Group 
Branch 
`< Audio-Visual Facilities Support 
J Unit Unit 
WebEOC Personnel Support 
Administrator Unit 


February 2008 


= The Mission of the Seattle EOC is to minimize 


the impact of emergencies and disasters on the 
community through coordinated planning, 
information-sharing and resource 
management between City departments, 
partnering agencies and the public. 


We provide communications support to the 
City of Seattle in times of disaster and 


emergency 


= Operates the communications function at the City 
Emergency Operations Center (EOU). 

= Provides communications support to various City 
departments and partner agencies. 

= Provides communications links to neighborhoods - 
supports Seattle Neighborhoods Actively Prepare 
(SNAP) Teams. 

= Communications support to the City’s field 
response and recovery operations. 


i ACS Job Descriptions 


= Descriptions are based on expected skills and 
accomplishments 


m Clear statement of performance and outcomes 


= Five primary jobs 


This classification is for new members of ACS, even those 
without a ham radio license. 


Has completed personal, home, and family preparations for 
emergencies and disasters likely in the Seattle area. 

Has a basic awareness of emergency management practices and 
ICS. 

Understands the Seattle ACS mission, safety rules, activation 
procedures, training pipeline, and organizational structure. 

Has completed fingerprinting, background check, and badging. 
Is a registered Washington State Emergency Worker. 


Position: A-RADO 


MINIMUM TYPICAL VENUE COMPLETION 
FREQUENCY Date/Comments 


OBJECTIVES 


101 Understand the mission 
and history of ACS 


102 Understand the basics 
of personal/family 
preparedness 


103 Maintain ACS profile 


104 Understand the basics 
of the Incident 
Command System 
(ICS) 


Semi-Annually 


-ACS “New Member Orientation” 
meeting 


-ACS meeting 
-Annual CommAcademy 


Website update to be provided 


-ACS meeting 

-Annual CommAcademy 

-Online ICS course 
http://training.fema.gov/EMIWeb/IS/ 


IS100a.asp 


| This classification is for entry level radio operators who are: 
= In training to become senior radio operators 


= SNAP Team Communicators that seek to have an affiliation with Seattle 
ACI, 


= Members of other agency communications teams that seek to have an 
affiliation with Seattle ACS. 
Is in training to staff a radio position at the Incident 
Communications Center. 


Provides support to communication operations including field 


resource tracking, message transcription and logging as well as 
message intake and distribution. 


Works as a partner to a Senior Radio Operator, or as a member 
of a larger communications team. 


Licensed as amateur Technician or higher, and able to serve as 
Control Operator for VHF/UHF operation. 


Position: R 
OBJECTIVES MINIMUM TYPICAL VENUE COMPLETION 
FREQUENCY Date/Comments 


201 Ability to perform ACS Two year update -ACS meeting 
basic message 
handling 


203 Ability to operate on RADO 2Xper/mo -ACS weekly net 
ACS frequencies S-RADO 3X 
INCM weekly 
COML weekly 


204 Ability to operate in a RADO 1X per/yr -ACS meeting 
field location S-RADO 2X -ARRL Field Day 
INCM 2X 
COML All 


206 Ability to operate One time -Online ICS course 
within the ICS http://training. fema.gov/EMIWeb/IS/ 


IS200A.asp 


205 Ability to comply with One time -ACS meeting 
HIPAA (Health Ins -Annual CommAcademy 
Portability/Accountabi 
lity Act) privacy reqs. 


| Able to serve as a senior level radio operator on an incident communications 
team. Can work without assistance if necessary, and can deploy unsupported 
to provide communication support outside the EOC. 
Has an active Winlink 2000 system account, and is able to operate installed 
Winlink 2000 station under EOC conditions. 
Able to serve as mentor for new ACS members. 
Staffs a radio position at the Incident Communications Center 
Three possible communication unit venues: 

= EOC Communications Center. 

a A Departmental or Agency Operations Center (DOC). 

= A Field Incident Command post or Field Base Camp. 
Provides support to communication operations including field resource 
tracking, message transcription and logging as well message intake and 
distribution. 
Responsible for documenting incoming radio and telephone messages. 
Understands Seattle ACS policies, procedures, and protocols, and has a basic 
understand of emergency management practices and ICS. 
Works for the INCM. 


OBJECTIVES MINIMUM TYPICAL VENUE COMPLETION 
FREQUENCY Date/Comments 


301 American Red Cross Two year update -AMR certification courses are 

first aid, CPR certified offered through employment or 
community groups 
-Online AMR info 
http://www.redcross.org/services/hss/ 
courses/aed. html 


303 Understand urban Three year update -ACS meeting 
navigation techniques -Annual CommAcademy 


304 Certified in 4X4 Two year update Special ACS endorsement in 
transportation development 


302 Understand urban Three year update -ACS meeting 
survival procedures -Annual CommAcademy 


Position: S-RADO cont. 


OBJECTIVES MINIMUM TYPICAL VENUE COMPLETION 
FREQUENCY Date/Comments 
305 Understand basic EOC One time -Seattle EOC basic training 
operations 
306 Ability to perform an One time -Seattle EOC intermediate training 
EOC role 


307 Ability to use EOC One time (maintain access) -Seattle EOC WEBEOC training 
web account 


308 Understand NIMS (Nat. One time -Online ICS course 
Incident Management http://training.fema.gov/emiweb/is/is 
Sys.) 700a.asp 


309 Understand theory and One time -Instructor led ARECC (Amateur 
practice of basic radio Radio Emerg. Comm. Course) 
emergency Level I aka EmCom I 
communication 
procedures 


= Works as ACS Communications Team Supervisor 


Manages the operational aspects of the Communications Unit at 
one of these venues: 


= EOC Communications Center. 
= A Departmental or Agency Operations Center (DOC). 
a A Field Incident Command post or Field Base Camp. 


= Supervises the Radio Operators and Support Staff. 
a Establishes and maintains the Incident Communications Center. 
a Able to set up and operate an HF radio station under field 


conditions, using emergency power and portable antenna, and 
communicate using Phone mode on any assigned frequency. 


Continued............... 


Able to set up and operate a Winlink 2000 radio station under 
field conditions. 


Able to supervise mentors of new ACS members. 

Licensed as amateur General or higher, and able to serve as 
Control Operator for any ACS frequencies and modes. 

Able to serve as instructor for FCC license or ARECC courses. 
Thorough understanding of emergency communications 
practices; comprehensive knowle g of ACS policies, practices, 
and protocols; and a solid knowledge of emergency management 
practices and ICS. 

Demonstrated ability to lead and supervise. 

Organizationally, works for and assists the COML as required, 
but may be under the direct supervision of an assigned manager 
within the ICS structure at a venue outside the EOC. 


Manages the technical and operational aspects of the 


communications organization and function. 

Develops the Incident Radio Communications Plan, ICS Form 
205 to support and achieve incident objectives. 

Actively participates in the operational and planning meetings. 
Assists proactively with preplanned events. 

Demonstrated ability to plan, manage, and organize. 
Understands the realities of deployment communications 


personnel and equipment to support emergencies and events in 
the EOC and aí Held locations. 

Develops and maintains ACS policies, practices and protocols 
and has an advanced knowledge of emergency management 
ptactices and ICS. 

The COML is under the direction of the EOC Operations 
Section Chief. 


(p) 
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ACS ICS Charts 


Three Basic Configurations — supporting: 
mE FOC 
= Department Operating Center (DOC) 


m Field Command 


= \Who talks to who? 


= What are your communications functions: 
m Check in — coordination and assignment 
= Volunteer Registration 
= Message handling by function e.g. Hospital, public 
works, human services or Geography 
= Tactical support e.g. parking, transportation, damage 
assessment 


= Backup and Contingency & Topography 


ACS ICS 205 for Field Exercise 


Incident Radio Communications Plan Incident Name: Date Prepared: May 28, 2008 
ICS-205 Seattle ACS - KC MST Field - Comm Exercise Operational Period: 
State DEM Mission # 08-T-258 5-31-08 0830 hrs - 1400 hrs 


VAR] 1 APSRG__ L E 146.36] 103.5/FMVoice | Control/Check-in [Primary _JPSRG QA HI) 
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* Note: EOC Operators Use XBnd S to access VHF Sx N 146.56 from the EOC 


Note: The EOC - to - EOC Frequencies are contained in a separate Plan 


Detailed outline of tasks and 
responsibilities 

Up to date roaster of 
personnel and qualifications 


Inventory of repeaters, 
remote bases, digital systems, 
power systems and radio 
caches. 


Frequency guides for local 
area and region 


Procedures and guidelines for 
set up and demobilization of 
ee 


Safety guidelines and 


practices 


= Plans and resource guides 
= Contact lists and information 


SOUrces 


Forms 


= SAFECOM — COML course 


el 


COML — a Workbook 


www.wpcde- 
911.com/RFP/COML%20Student20Work 


book.pdf 


COML — Task Book 
www.safecomprogram.gov/ NR/trdonlyr 
es/BA149F9F-3726-443C-B484- 
BA0DC592475C/0/AllHazardsICSCo 
mmunications UnitLeader TaskBook.pdf 


FIRESCOPE — Field Op 
Guide (FOG) etc. 

www. firescope.org/ 
National Interoperability 
FOG: 


www.npstc.org/documents/NIFOG% 
20v1.2%204-14-2008.pdf 


Lubbock FD ICS Forms 


Workbook: 
www.npstc.org/documents/NIFOG% 
20v1.2%%204-14-2008 pdf 
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